








Computer Theft - Reducing the Risk











Theft of IT related equipment continues to rise as computer purchases increase and in-house inventories swell.  The items being stolen are not just expensive high powered computers, but standard workstations, even older models. Organisations are having to become more aware of the security of their offices and equipment. This fact sheet shows you how to protect your organisation from computer theft, and how to reduce the impact of theft if your organisation is unfortunate to be a victim of one.








�
Reducing the


Risk�There are various actions you can take to reduce the likelihood of computer theft: 





1. Make it harder to steal.


For example, secure equipment to the desk, especially PCs in public areas. A lock and chain kit will cost about £15 and are available from many consumables and office supplies companies. Also, secure the building with door and window locks and lock rooms when not in use. If you have a network the most valuable item is the file server. This can be locked away in a cupboard or room.  


�



2. Make it less desirable to steal the hardware. 


Write your organisation’s name clearly on the side of the PC using indelible ink - it looks less ugly than a claim form and makes equipment easy to identify if they are stolen, and therefore more likely to be recovered. 





3. General Awareness


Brand new equipment is particularly attractive to thieves. Make sure you install kit as soon as possible, and beware of leaving a pile of empty computer boxes outside the building. Some suppliers will take the boxes away with them when they have installed the equipment. Ask if yours will. 





Also, it is a good idea to have a policy of awareness amongst the staff. In our experience, bigger organisations are more vulnerable to theft as they generally have more people wandering around who are not known to staff. 





4. Get professional advice


The Crime Prevention Officer (CPO) at your local police station will be happy to visit your organisation. They can point out areas of weakness and suggest ways to improve the security.


�






�
Insurance claims


Should you have any equipment stolen then claiming on the insurance will be easier if you have done the following: 


�



1. Serial numbers


Note down the serial numbers of all equipment. This is easiest  at the time of installation. The serial numbers can be kept with any paperwork related to the purchase. 





2. Update your cover 


If you purchase new equipment throughout the year, inform the insurance company of the additions to the schedule. If you have portable items that are used off-site ensure that this is stated in your insurance for out of office use. 


�



3. Get the right type of cover 


Another problem with some insurance polices is the type of cover. Some policies offer like-for-like cover for office equipment. Due to the speed at which computer technology develops, this cover can present problems when replacing older equipment that is no longer available. A new for old policy allows for replacements to the equivalent value of the stolen items.


�



4. Consider additional costs


It is important to note that the cost of a computer theft is often greater than the cost of the hardware itself. You may need to rent PCs in the short term until you can purchase new equipment. This is not always covered in insurance unless specifically requested. You may also wish to consider costs of setting up all the software and restoring the data.  








�
Minimising the


impact�Just as important as security to prevent your equipment from going missing, are measures to reduce the disruption after the event. Make sure you take regular back-ups of all your data, no matter how insignificant you feel it is. This will save you the considerable cost of having to re-key the information, and reduce the likelihood of any important data being lost completely. You should also keep a recent back-up off-site—eg. at a director's home.  Keep the software disks (or copies of the originals) in a safe place as well, so you can reinstall the software immediately you have the new hardware. 





�



Here is a checklist of the ten most important points.�












	


	Security Checklist





	1. Secure equipment to desks to make it harder to steal, especially in public places. 


	2. If you have a dedicated network server, lock it away in a room or cupboard.


	3. Secure the building with good window and door locks, and keep rooms locked when


	    not in use.


	4. Write your organisations name on the side of the equipment for identification.


	5. Install kit as soon as possible and do not leave the empty boxes outside the building.


	6. Promote a policy of awareness amongst staff.


	7. Note down the serial numbers of all equipment and keep a printed copy of these in a


	    safe place.


	8. Ensure that your insurance policy provides the correct cover for the use of your


	    equipment on and off-site, and inform the insurance company of any new purchases.


	9. Consider insurance to cover additional costs such as short term rental, installation of


	     new equipment and restoration of data after a theft.  


	10. Take regular back-ups of all data to prevent the loss of this with the equipment.
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